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Motivation

• Supply chain attacks 

• Compromising the radar system, altering or 
injecting false data to create misleading radar 
readings, which could misdirect defense 
resources


• National interests in compromising a system sold 
to another country, to mislead or disable the 
operational capabilities of the buyer country and 
then create a tactical advantage
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Presentation Outline
MarCaS 2023

• The Cyber Threat


• Inverse Synthetic Aperture Radar Imaging


• The proposed framework


• Experiment and results


• Conclusion and future works
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The Cyber Threat
Advanced Persistent Threat
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The Cyber Threat
Software Defined Radar System
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ISAR Imaging
Inverse Synthetic Aperture Radar
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ISAR Imaging
Image formation
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ISAR Imaging
Image formation
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The proposed framework
Generative Adversarial Network
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The proposed framework
Data Encoding
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Experiment and results
Exploiting real data
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Thanks to all the entities involved in the NATO STO-TR-SET-196 trials, titled "Multi-Channel/Multi-Static Radar Imaging of Non-Cooperative Targets”, for the data contribution.

Training set: 720 ISAR images

Multi-channel 
X-Band 

Interferometric 
Radar

Astice A5379 
33.25 (L) x 6.47 (W) x 12 (H) [m]

Istituto Vallauri, Livorno, Italy



Experiment and results
Exploiting real data
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Experiment and results
Generated or real?
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Experiment and results
Structure Similarity Index
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Conclusion
And future works
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• We need more and diverse real data


• Meaningful phase information is important for radar systems


• Limitation due to the Image Projection Mechanism


• Future goal: develop techniques to recognise decoy images



Q&A
Thanks for your attention!
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